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Cyber Torts

A tort is a negligent or intentional act is done by someonérijumes someone
else in some way. Cyber Torts are simply a tort done over @dmrsCyber
torts are very important because they are on the rise astllaceimes that can
have serious effects on society. Everyone should be expm$es dangers and
damages caused by cyber torts because technology is an impgreanttias
everyone’s lives, especially now.

The word “tort” originates from the French language, in English, it is equivalent
to term “wrong” and it is derived from the Latin word “tortum” which means
“wrong or injury” and the word tortum is developed from the word “torquere”
which means “to twist”. It is simply a breach of duty which amounts to a civil
wrong.

A person who commits a tort is called as a tortfeasor and if drerenultiple
persons involved, then they are called joint tortfeasor as thggimatlg liable for
the tortious act and they can be sued individually or jointly.

Essential Elements of atort

There are three essential elements which constitute dhese are

(1) A Wrongful act

A wrongful act is any act which is violative of the law.

(2) A duty imposed by the law.
A duty which is legally enforceable in the courts if violated.
(3) Theact must giveriseto legal or actual damage.

The wrongful act must give rise to a remedy in a suit for eitheidiged damages
(fixed value) or unliquidated damages(value not fixed)
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Various Kinds of cyber torts
Cyber Stalking

Cyberstating involves following a person’s online presence on various social
media or other websites, by posting messages which can be threatening als
well as posting on bulletin boards.

Har assment via e-mails

Harassment via emails is a very old concept and has beendimce the initial
days of electronic mails, it is very much similar to theosmt of harassment via
letters in real life.

Cyber Obscenity

Pornography on the internet has various forms. It may aldod@@rohibited
material such as child pornography, which is a heinous dnmeal life as well.

Cyber Defamation

Defamation is an act of making a statement about an individual wiaghawer
his reputation in the eyes of the right thinking people. It can ieewiand oral
also. Cyber defamation is very similar to defamation in liéalexcept for the
involvement of a virtual machine. Cyber defamation is that kindeéamation
which is done through the virtual medium.

Cyber-Vandalism

Conventional vandalism means to deliberately destroy or damageoterty of
someone. Thus cyber-vandalism means to deliberately put any kpig/sital
harm to anybody’s computer or virtual machine. These acts may be in the form
of theft of a computer or any peripheral of the computa.al
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Unauthorised access over someone’s virtual machine

The activity of gaining access to someone else’s virtual machine without their
consent is also a cyber tort as it is a violation of their fgispace.

Trafficking

Trafficking is of many kinds, it may be in drug, ammunition, or evendum
beings, etc. Trafficking is taken a form with the ascensioheirtternet as cyber
trafficking has also developed, where the process of traffickimpie online
through the use of a virtual machine.

Fraud and Cheating

Online fraud and cheating have become one of the biggest thregtsénament
has to deal with. These include Credit card crimes, fake jobrings,
misappropriation, etc.

Example: Some organisations of hackers are specifically made to dadate
links and send them as emails in order to gather information rétathd credit
cards.

Different Types of Civil Wrongsunder thel T Act 2000

Civil Cyber Wrongs A civil cyber wrong is one which is committed online and
Is civil in nature, such as a tort of defamation committed onlineugih a
computer (or any device which has access to the internet and i® abtelify
the information or post anything online, such as a mobile phonetaied) is
used as a tool to commit that kind of wrong. Although not defined or addies
as civil cyber wrongs, the essence of civil liability is defined usdetion 43 of
the IT Act, 2000.
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Criminal Cyber Wrongs

A criminal cyber wrong is a serious threat and it must be #etitas soon as
possible, a criminal cyber wrong is a criminal wrong comiteline through
the use of technology, crimes such as Hacking, informatiot) tieafial of service
attacks, etc. Although not addressed as criminal cyber wrongyyiads, but
various wrongs of criminal nature are defined under the ¢t 2000, such as
Child pornography defined und8ection 67-A of the act.

Types of Civil Suits

In law there are two main types of litigation, civil and criminal

Criminal Litigation

In criminal litigation we focus on clear violationsf state and federal law. The
lines are more clearly defined and thesra clear case of right or wrong.

Civil LItigation

With civil litigation, matters are nato simple. Civil litigation occurs when a
plaintiff believes they have incurred a loss because of s@res@. As such,
they demand some forof legal compensation or remedy. This often ocaurs
business, but’s justascommon for individualso file civil lawsuits.In this post
we’ll look at someof the most common instancecivil law.

Contract and business suits

This typeof civil suit generally falls under the umbrella teofrcommercial law.
It refersto any business dispute or breawfhcontract. The business community
Is foundedon the strengtlof its contracts. Any partnershgy client relationship
has a contracit the core. When one party breaks that contract ortéadsliver,

a lawsuit can arise. This can comemany forms, and clients often chodse
settle rather than take proceeditggsourt.

Tort (injury claims)

A rising form of civil litigationis tort or injury claims. They commonly arise
against a business from its own employees and outside indisidecause every
companyis liable for the safety and protectiarf its employeesif someone
becomes injurecbn company property, the compamy inherently liable for
damages. Again, these are often settled for agreed coatpenfguresin other
cases, plaintiffs may ask for punitive damages above and bettwnd
compensation.

Car accidents

Auto incidents are also very common civil sults.fact, any damag® one’s
propertyor assetg€anform a civil lawsuit. Often theris a clear elemeruf blame
in these cases. One drivsttypically responsible for the collision and therefore,
the damagedn such a simple case, auto insurance companiesnstepay the
bill. They may even do muabf the negotiatingln more unclear cases, however,
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the case may be brougbtlawyers. A case will help identify blame and apportion
the damages accordingly.

Property damages and disruption

Like thecaraccident example above, any damagesy propertyancause legal
action. For example, the next-door neighbor could accitigriteeak your
window while playing baseball. Also, the mailman could drive over your lawn
mistake. There are all sortd factors at play here. The bottom line that
compensation can be claimefl you incur a loss du¢o someoneelse’s
negligence.

Complaints against the city

In some cases, plaintiftsanbring a lawsuit against their city. This often happens
if they have brought a complaitat the city authority but have been unabde
reachanagreementAt this point, a lawyecanhelp define the lines and reach a
settlement.

Intellectual property issues

Intellectual property rights are the legal rights that covepthgleges given to
individuals who are the owners and inventors of a work, and haatedr
something with their intellectual creativity. Individuals relatecieas such as
literature, music, invention, etc., can be granted such rightshvelain then &
used in the business practices by them.

The creator/inventor gets exclusive rights against any misuse af wserk
without his/her prior information. However, the rights are grantec flonited
period of time to maintain equilibrium.

The following list of activities which are covered by the intl&l property
rights are laid down by the World Intellectual Property Organization (WIPO) —

« Industrial designs

« Scientific discoveries

« Protection against unfair competition

« Literary, artistic, and scientific works

« Inventions in all fields of human endeavor

« Performances of performing artists, phonograms, and broadcasts
« Trademarks, service marks, commercial names, and designations
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« All other rights resulting from intellectual activity in the industrial
scientific, literary, or artistic fields

Typesdf Intdlectual Property Rights

Intellectual Property Rights can be further classified into the fatlgw
categories —

. Copyright

« Patent

« Patent

. Trade Secrets, etc.

Advantagesdf I ntdlectual Property Rights
Intellectwl property rights are advantageous in the following ways —

. Provides exclusive rights to the creators or inventors.

« Encourages individuals to distribute and share information datd
instead of keeping it confidential.

. Provides legal defense and offers the creators the incenmtikeiowork.
« Helps in social and financial development.

Intdlectual Property Rightsin India

To protect the intellectual property rights in the Indian territonglid has
defined the formation of constitutional, administrative and jurisdicivéine
whether they imply the copyright, patent, trademark, industrial dgsayrany
other parts of the intellectual property rights.

Back in the year 1999, the government passed an important legiddased on
international practices to safeguard the intellectual propeytys. Let us have
a glimpse of the same —

« ThePatents (Amendment) Act, 1999, facilitates the establishment of the
mail box system for filing patents. It offers exclusive marketing rifgrts
a time period of five years.

« TheTradeMarks Bill, 1999, replaced the Trade and Merchandise Marks
Act, 1958

« The Copyright (Amendment) Act, 1999, was signed by the President of
India.
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« Thesui generis legislation was approved and named as the Geographical
Indications of Goods (Registration and Protection) Bill, 1999.

« Thelndustrial Designs Bill, 1999, replaced the Designs Act, 1911.

« The Patents (Second Amendment) Bill, 1999, for further amending the
Patents Act of 1970 in compliance with the TRIPS.

Intellectual Property in Cyber Space

Every new invention in the field of technology experiences atyaoiethreats.
Internet is one such threat, which has captured the physical pladesand have
converted it into a virtual marketplace.

To safeguard the business interest, it is vital to create antigff property
management and protection mechanism keeping in mind the considerable
amount of business and commerce taking place in the Cyber Space.

Today it is critical for every business to develop an effecand collaborative
IP management mechanism and protection strategy. The eveintpthreats in
the cybernetic world can thus be monitored and confined.

Various approaches and legislations have been designed awimakers to
up the ante in delivering a secure configuration against such-tyleats.
However it is the duty of the intellectual property righiR)fowner to invalidate
and reduce suamala fide acts of criminals by taking proactive measures.

I nterface with copyright law

Copyright law is a type of intellectual property law that protectsigreaorks,
which can include things like plays, movies, manuscripts, paintingsjrajs,
songs, letters, and many other things. In the United States, the Ganstitu
provides that copyright law protects “original works of authorship,” including
literary, dramatic, musical, artistic, and certain other iet&llal works. Most
other countries that are members of the World Intellectual Ryoper
Organization (WIPO) have similar definitions.

Meet Smashing Book 6 is our brand new book focused i@al challenges
andreal front-end solutions in thieeal world: from design systems and
accessible single-page apps to CSS Custom Properties, CSSdbride S
Workers, performance, AR/VR amdsponsive art direction. With Marcy
Sutton, Yoav Weiss, Lyza D. Gardner, Laura Elizabethraady others
Copyright law does not protect ideas, procedures, methods of operations, or
mathematical concepts (though other types of IP may protentuhder certain
circumstances). In other wordsypyright law is about protecting a

particular expression of an idea, not functional elements of a given work.
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Copyright law can apply to all kinds of technological works that are ugbd w
computers, tablets, smartphones, or video game systems. This irapdes
computer programs, databases, spreadsheets, screen dapdaggen virtual
reality environments. Copyright also applies to works that are used or
distributed on the internet like websites, blogs, and other onlime o

Types of Works Protected by Copyright
Copyright law protects "works of authorship." The Copyright Act states that
works of authorship include the following types of works:

= Literary works. Novels, nonfiction prose, poetry, newspaper astahel
newspapers, magazine articles and magazines, computer sofofaware
documentation and manuals, training manuals, manuals, catalogs,
brochures, ads (text), and compilations such as businestodies

= Musical works. Songs, advertising jingles, and instrumentals.

- Dramatic works. Plays, operas, and skits.

« Pantomimes and choreographic works. Ballets, modern dance, jaz, da
and mime works.

= Pictorial, graphic, and sculptural works. Photographs, posters, maps,
paintings, drawings, graphic art, display ads, cartoon strips andmrcartoo
characters, stuffed animals, statues, paintings, and works @irtine

= Motion pictures and other audiovisual works. Movies, docuanes,
travelogues, training films and videos, television shows, television ads,
and interactive multimedia works.

« Sound recordings. Recordings of music, sounds, or words.

= Architectural works. Building designs, whether in the form of architattu
plans, drawings, or the constructed building itself.

Uncopyrightable Works

Works prepared by federal government officers and employqesasf their
official duties are not protected by copyright. Consequently, & d&tutes (the
Copyright Act, for example) and regulations are not protected by copyright.
This rule does not apply to works created by state government officers an
employees.

The design of a useful article is protected by copyright only if, ancetextent
that, the design "incorporates pictorial, graphic, or sculpturtdres that can
be identified separately from, and are capable of existing independéritig
utilitarian aspects of the article." For example, while @fimal" belt buckle is
not protected, a three-dimensional belt-buckle design with a dolpéesh
qualifies for limited protection.
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Uncopyrightable works and works for which copyright protection has ended are
referred to aspublic domaifi works.

Procedurefor Getting Protection

Copyright protection arises automatically when an original work of autlporshi
Is fixed in a tangible medium of expression. Registratidh wie Copyright
Office is optional (but you have to register before you filendninge ment suit).

The use of copyright notice is optional for works distributed aftecha,
1989. Copyright notice can take any of these three forms:

1. © followed by a date and name.
2. "Copyright" followed by a date and name.
3. "Copr." followed by a date and name.

I nterface with Patent Law

Patent Law: What Is1t?

Patent law is part of intellectual property law and controlst wintions
qgualify for patents, theatent applicatigorocess, and howatent
infringementis handled.

If you want to get legal protection for your inventions, youusthainderstand
the basics of patent law. It may also benefit you to have saowl&dge of
overall intellectual property law, the background of patent law, what
requirements an invention must meet before it qualifies for a patahgome
of the issues that make patent law difficult to navigate.

What | s a Patent?

A patent is a property riglthat gives an inventor the legal ability to stop others
from making, using, or selling an invention for a certain amouninaf. t

There are three distinggpes of patents

« A utility patent which is the most common type, protects functional
devices.Softwar e patents fall under this umbrella, but are sometimes
regarded as a different type of patent altogether.

« A design patent covers non-functional, or aesthetic aspects of an
item. Design patentare exclusive to the United States. Other countries
have different intellectual property laws that protect designs.

« A plant patenprotects new varieties of plants.
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Inventors may also submitpaovisional patenapplication, which enables the
inventor to label an invention dpatent pendintto warn away anyone who
might want to copy the invention. You are also allowed to say that artimwen
has a patent pending if you have filed a non-provisional, or regaltent
application— even if the application hasn't been approved yet.

Note that patents only protect fully developed inventions, not ideas.

What Arethe Requirementsfor Patentability

Before an invention can be protected by a utility patent, it must timee
following requirements:

. Patentable subject matter must be involved. The invention must fall
into one of the categories patentablatems that the law defines.
Generally, processes, devices, machines, and anything that can be
manufactured are patentable. There is an ongoing debate aboutrwhethe
business methods and printed material are patentable, but traditionally
they are not.

« The invention must baseful.

« The invention must beovel. It needs to have an element of newness to
it. No one else may already hold a patent for the same ioventi

« The invention must beonobvious. This means that no one with a basic
knowledge of the type of item that was invented would find the irvent
to be obvious.

« The inventor must be able to describe the invention in such detail tha
someone else would be able to make it based on your instrudiluss.
principle is known agnablement. Part of enablement is describing the
best way to make and use the invention. If you do not have erqaef
method of using or making your invention, or if you did not think about
the best way to make or use the invention, you cannot be aadfused
violating this requirement.

What Rights Does a Patent Grant?

A patent grants its holder two basic rights: the right to exclude andtido
sue infringers.

The Right to Exclude

This means that patent holder can stop others from making, ussgling the
invention. If others wish to use or sell your invention, youeisimer sell the
patent or arrange @atent license agr eement.
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Note that a patent does not grant its holder the right to make or sell an
invention. Otheexisting patentsr local laws may affect an inventor's ability to
use, sell, or make a patented invention.

The Right to Sue Infringers

Most patents have more than one cla@taims are the section of the patent
that lists which parts of the invention are protected. Only one clairmbaus
violated before the patent holder can sue for infringement.

If you sue for infringement, a federal court may granirgnnction, or a strict
order, that tells the guilty party to stop infringing on your patent andnaube
awarded damages.

Sometimes, when the government infringes on a patent, litigatiegai |
processes occur through the United States Claims Court. Keapdrihmat the
US government can use any patent invention without asking for permibsion
when this happens, the patent holder has the right to ask for comperiisan
the government

TRADEMARK AND DOMAIN NAME issues

Domain Name

A domain name is an Internet resource name that is universally unddrgtood
Web servers and online organizations and provides all pertine madest
information. To access an organization’s Web-based services, website users
must know the precise domain name.

Domain names are used worldwide, particularly in the world n¥or&s and
data communication. The following points explain how they work and how they
are used:

« Domain names have two parts that are separated by a dot, such
asexample.com.

« A domain name can be used to identify a single IP address or grtRip o
addresses.

« A host or organization may use a domain name as an alternatdrd3s
because domain names are alphanumeric (as opposed to all jumbers
making them easier to memorize.

« A domain name is used as part of a URL to identify a website.

« The part that follows the dot is the top level domain (TLD), or gtoup
which the domain name belongs. For example, .gov is the oL.D.5.
government domains.
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o The IP address in the domain name’s background is converted to a
recognizable, alphanumeric domain name by a system knewe a
domain name system (DNS).

Domain name issues

1.Stolen Domain Names

From a legal perspective, this is one of the simplest sosnardomain name
law. If a third party has without any right whatsoever manageamsfer a
domain name from your account to its own, then it has infringed yonaito
rights and you should be able to recover it by contacting the ISP avidgr
your case. In a world menaced by terrorism and global warming, stofeain
names might not sound like a serious issue but the entities behinaabplay
are often serious criminals. Where fraud or other formsiwfical behaviour
are involved, you should notify the police. Whilst that may not provideta f
method of recovering the stolen domain name, it may help tareagbte
perpetrator and avoid recurrence.

2.Cybersquatting

This is one of the most common scenarios in domain disputesaibdav is
now well established in this area. In the leading cybersquattiegoddT v
One in a Million [1999] FSR 1 the court decided that it was not legally
acceptable for a cybersquatter i.e. an entity without relevamaitharights to
register a domain name which the public would naturally expect to be
associated with a third party. This can overlap with passing ofadoname
activity. In that scenario, the domain name is usually divertéuetavebsite of a
third party competitor who seeks to trade off the goodwill of ¢élggimate
brand owner. However, typically cybersquatting and passing ofaoloname
machinations are quite distinct. The former involves someone whdydounys
domain names with a view to holding the proper rights owner to ransom
whereas in cases of passing off domain name activity, imestlalways a
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competitor trying to benefit from the goodwill established by thdilagte
company but usually without seeking to sell the domain name todhatany.

3. Passing Off Domain Name

This is probably the busiest area of activity for the typsmathain name lawyer.
Domain name disputes often pivot around the issue as to whetbhatany

has overstepped the mark by registering a domain name whietisefie

trading name or product name of one of its competitors. Angthelar form of
dispute may arise where a company uses metatags or pays feorgubads
which incorporate the competitor’s branding. Each case is assessed on its facts
but if the bottom line is that a trading entity is taking unfair advantd@
competitor’s branding and/or marketing efforts, the courts will usually find in
favour of the competitor and award damages or order an adooyombfits

trademark

A trademark is @90, image, symbol, word(s), letter(s) or color(s) that isluse
and sometimes legally registered as a representation ofigacy. For service
industries, trademarks are often called servicemarks, particulaHg idnited

States. Trademarks are often noted by way of ™, or ® if registered.

Trademarkare used to keep a company’s distinctly identifying intellectual
propertysecure. Trademarking company identifiers provides legal rights tha
prevent other parties using the registered property. Thispegiiction can

help prevent counterfeiting of the company’s product. For consumers, a
trademark allows them to recognizeandsand continually purchase those with
which they have had a positive experience or recommendation.

A trademark must be distinct, identifiable and original. Often a tradewid
convey thebrand essencef a product. Trademarks are seen everywhere in

modern life. ™ or ® and the associated slogans, images and logos are placed on
products, packaging, advertising, magazines, and more.
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A trademark’s ownership is maintained simply by its continued use by a

company. Use affords protection against use by other companiesiideatly,

in accordance with trade agreements. Trademarks may bey lesgaitered,
usually for a term of 7-12 years. Registering allows companies to bring
infringing parties to court to prosecute for damages, typically projected losses
resulting from the infringement sometimes including damagésatad equity
Trademarks may be licensed to outside companies to produce prodiectdpof
offer products the original holder does not have the capacity tdysupp

Trademark related iSsues — Here are ten issues keeping trademark attorneys and

rights holders alike, on their toes.

Innovative Trademark Trolling

Just like their patent troll counterparts, individuals and ageaceéessing
predatory registrations to insidious ends. Unscrupulous charasezgoiting
the opportunity to demand licensing fees from alleged infringers when a
potential for confusion may not even exist. But the practigeawing in
prevalence, with new efforts.capitalizing on recent social otigallievents to
trademark popularized terms and then using overly aggressive enforcement
turn a profit.

App Branding

With the ubiquity of smartphones and the rising significancen@rtphone
applications in consumers’ day-to-day lives, trademarking is reaching into the
realm of application icons. Disputes are most likely to dree letters and
colors used, so savvy registrants would do well to look at combinations that
Improve on this limited distinction in order to secure appropriateratertight
protections.

Trademarks as Keywords

Google’s AdWords program empowers advertisers by allowing them to assign
keywords to their ads that trigger their appearance in particuestsgueries.
In an effort to interject brand awareness, even in the case dicspeeries for
competitors, businesses have adopted the practice of tapping competitor’s
keywords in their AdWords approach. The technique obviously obfudbates
search picture, but, at present, the law current allows th&gesgorovided the
keyword doesn’t appear in search links sponsored by advertisers.
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Confusing Courts

Unfortunately, the aforementioned practice, as confusing asciinently sees
no ready remedy. Federal appeals courts have wrestledheitisé of
trademarks as “purchased search terms” for some time. Some circuits do not
specifically address the issue, since case law on the rhaierot yet been
created. Therefore, those wishing to litigate the issue should investigach
circuits may hear the case before entering into a jurisdictitimmnei precedent.

Challenges Closing Counterfeiters

The international economy has given birth to prolific basta@racy.
Unfortunately, at the present time, no catch-all solution exists tonaasuch
infringement. Simple steps may be followed, however, that can help lock down
these criminals and protect commercial interests. Concerned fiouglsegin

by determining whether or not the operation is legitimate and willingaogsh

If not, oversees jurisdictions can provide some reliefs Tily come in the

form of asset freeze orders or domain name seizures, buersizaifits-all

solution exists to remedy the prebl. What’s important to remember is that
over-aggression toward legitimate outfits can lead to bad pregsand
relationships, so verification is vital.

Global Enforcement

As mentioned, some jurisdictions provide relief for worldwide apens, but
some areas provide inadequate redress for dilution casehid-@dason,
understanding global trademark law in potentially infringing cases istedgen
effective enforcement. For example, some areas do, foea-Yf@ar period,
allow for registration on more items than the mark isalttwsed, providing
opportunities to lock down dilution through legitimate legal enforcement.

.Everything

The ability to use trademarks in domain names offers significateégiron of
identity in an increasingly connected world. However, a tidal watepelevel,
generic domain names are headed toward computers world-wide.rEvese
domains, which include country-specific domains and almost any word in any
language, will require heavy enforcement once the Trademarkir@jbause
launches. Effective protection of commercial interests will ne@tesiecording

of key marks in order to block other domain-name applicants and goréeypr

on matching domains during periods of introduction.

BY KAAJAL SHA%
Page no: 15 Fol | ow us on facebook to get real-ti from RGPV


https://be.rgpvnotes.in
https://www.facebook.com/rgpvnotes.in
https://be.rgpvnotes.in

Downl oaded from be.rgpvnotes.in

PN TTNOTES N

Social M edia Evidence

The social currency of our society is being digitized, dvem a legal
perspective. In fact, social media reactions to marketing raltean
significantly impact a business’ ability to enforce trademarks down the road.

For this reason, businesses should monitor social networks ttease®idence
in the event of legal disputes, and also develop strategielsltess consumer
responses that pose risks to brand protections in the future.

L ever aging Facebook

These same platforms that may provide evidence for potentialibigaliso
pose a challenge for trademark holders. Brand messaging onreedial where
third parties use trademarks can lead to a loss of control oveagneg and
perception. In order to combat this, owners should develop their

own presence on social networking favored by customers. Tieditles
particularly in platforms that offeekedown procedurdbat are often more
effective than traditional cease-and-desist letters. Finallyrdar to stay on top
of this evolution, firms should be quick to adopt social media progfar their
enforcement potential.

3-D Protections

In what is likely the most nascent of these trademark istwgepjunging cost of
3-D printers is making multi-dimensional infringement a realitye €ancerns
raised are analogous to those presented when MP3 technology and pleosocopi
rose to prominence. Organizations wishing to nip the issue iruthevitl

benefit from understanding the intersection of design patents andadybglic

trade dress protections.

The issues facing trademarks continue to evolve year after yegl. évxeolution
and adaptation are needed in order to ensure that the facility msigain
integrity. From trademark trolling to social media gospel, the changing
landscape of applicable enforcement continues to surprise. Kndwangsues
and adapting to the trends can help seal your mark tight, evenneie
technologies present challenges equal to their capacity for podiaree.
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We hope you find these notes useful.

You can get previous year question papers at
https://qp.rgpvnotes.in .
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