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M.C.A. DEGREE EXAMINATIONS, FEBRUARY/MARCH 2020
Fourth Semester (Elective)
DMC 7007 — ETHICAL HACKING AND CYBER FORENSICS
{Regulations 2013)

Time : Three Hours Maximum : 100 Marks

Answer ALL questions

PART - A (10%2=20 Marks)

1. List the five steps in ethical hacking.
92 What are the three types of hackers ?
3. What is the use of computer forensics in law enforcement ¥
-:-J.ist. the vendors of forensics services.
at are the factors that affect back-up ?
.dlﬂerent types of Evidences.
: s needed for an intrusion response to the destruction of data.
;n:'man by a clock filter 7
of Global military alliance ?
en threats and attacks.

PART - B (5%13=65 Marks)

host hacking performed in ethical hacking ? Explain about
(13)

s for ethical hacking. (13)
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12. a) Tllustrate the recovery mechanism and the data backup in detail, (13)
(OR)
b) Discuss the various types of computer forensics technology. (13) 3
13. a) Explain the Steps in processing computer evidence, (13)
(OR)
b) With a neat sketch, explain how Authenticode works with VeriSign Digital o
IDs. (13) e

14. a) Discuss in detail about network forensies data visualizer with its main
components. (13)

(OR)

b) Describe the digital evidence collection procedure and explain how to
authenticate the electronic evidences. (13)

15. a) Explain the new tools used in terrorism and write the tactics of terrorists and
rogues to attack networks. a3)

(OR)

(13)
PART - C (1x15=15 Marks)

se Study on : Fighting cyber-crime with risk management

(15)

(OR)

uthentication methods used for network security. (15)
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Question Paper Code : BS2380

M.C.A. DEGREE EXAMINATION, AUGUST/SEPTEMBER 2017.
Fourth Semester — Klective
DMC 7007 — ETHICAL HACKING AND CYBER FORENSICS
(Regulationa 2013)
Time : Three hours lMaximum : 100 marks
Answer ALL guestions.
"PART A — (10 x 2 = 20 marks)
1. What is Ethical Hac]-_;ing?
2  Mention the various types of Ethi;:al Hacking.
3. List the Vendors of Forensics Services.
4 Define Computer Forensics.

5. Why data recovery is needed?

W'hnt.is authenﬁcatinﬁ'?

«m do ﬂanﬁﬁcamun on data?

o the types of att-aﬂks in network.
;acﬁmui:xthe'ﬂareats.

to block the threats?

PJ’LRT B— (5% 13 =65 marks)

g 1s done in tha network hosts? Explain with various
(13)

(6)
Ly,



1. (a) [y Write short note on intrusion detection ayatem, (7)
()  Discusa the Forensics Services, {6)
Ur
() Explain the various types of the Forensics Technologies, (7)
(1) Write about the DoS attacka. : (6)

13, (@) Dhscuss about the Evidence colloction and data seizure in data FeCOVery.
(13)

Or

(b)  Describe the computer image verification and authentication procesa. (13)

14. (@ (i) Explain about the _Eluctmnic Evidence. (7)
(i) Explain the methods to collect electronic evidence. (6)
: Or ; =
(b) Discuss how to reconstruct the Past Events, (13)
1. (&) (1) Howto ﬁg'ht against Maero threats? ) (6)
. (1) Write the steps to be- followed for protecting the Information
Arsenal, (7)
- i 0

Explam the different tactlc;s folluwed by the military agamst threats. (13)

. "PART C — (1 x 15 = 15 marks)
¥ Case Study on: Trojan horse and Ransom ware. (15)
0 |
Wﬁ.ﬁgaﬁon methods used in Aadhaar.

(13)
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‘What is HEH.F Gun Information Weapon?
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M.C.A. DEGREE EX AMINATION, FER tWWARY/MARCH 2019,
Fourth Semester (Elective)
DMC 7007 ETHICAL HACKING AND CYBER FORENSICS
(Regulations 2013)
me : Three hours

Maximum : 100 marks
Al*—.sx\'_c-r ALL questions.
PART A — (10 x 2 = 20 marks)
Distinguish between hacker and normal user,
Write the need of ethical hacking,
Is your personal information used against you, to do crime, Justify.
Name the v-enclm-s of forensics services.

Write the need of data recovery system.

Which type of evidence is subject to the perceived reliability of the witness?
List out the any two network forensics tools.

What is the need of electronic evidence?

Why terrorists and rogues have an advantage in Information Warf.
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PART B — (5 x 13 = 65 marks)
11 (a) Briefly discuss about the ethical hacking in motion. (13)
Or

(b) (1)  How ethical hacking is done in an operating System? Explain.  (6)

(i)  Ilustrate any two hacking applications. (7)
12. (a) () Explaan in detail abmlt Law Enforcement Ccrmpuber Forensic
technology. : L (6)
(1) Write short notes on Firewall security systems. (7)
Or
(b) Describe about the computer forensics service in detail. : {13)
: p i

13. (a) Explain about the computer image verification and authentication. (13)
Or .

(b) () Write the rules of evidence used in cnmputer forensms evidence
cullectmn Py Fagi N ' : (6)

(11) A parent was_cdncemed that her son was accessing unwanted Web
- sites from his computer. Each time the computer was checked by a
technician, no evidence was found. How would a Computer
'- _.Forenmcs Sewme gc- about investigating this incident? (7}
;Bnef_ahout the dlscu_very of electronic Evidehce, - (6)
 short notes on identification of data. : (7

Or

-fe‘ts'nh'étrlicting'the' past events.

= (13)
. Elmbﬂlmmt.ary a].l_'tances : . (6)

akeep attackmg‘? Explam e (7)

Ve elements of information
m‘-’ermg both offensive
(13)
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